
How to Test Distributed Systems Under Realistic
Failures

Why failure testing matters for distributed systems
Distributed systems are built on the promise that no single component can bring everything
down. In practice, achieving that resilience is difficult because failures are rare in test
environments but common in production. A network partition, a slow disk, a clock skew, or a
process that silently corrupts data can each defeat a system that worked perfectly during
development. The challenge is to design tests that expose these edge cases before they reach
users.

For engineers working with consensus protocols, failure testing is not optional. A consensus
algorithm, whether it is Paxos, Raft, or a Byzantine fault tolerant variant, makes precise
guarantees about what happens when nodes crash, messages are lost, or leaders become
unreliable. Those guarantees only hold if the implementation matches the formal model.
Testing against realistic failure scenarios is the only way to confirm that match.

Futurestack.online distributed systems coverage frequently returns to the gap between theory
and practice in consensus protocols. The following checklist distills practical lessons from that
ongoing conversation.

1. Test process crashes at every stage
The simplest failure to simulate is a process crash. Kill a node at different points in the
protocol: before it votes, after it votes but before it commits, during a log write, or while it is
acting as leader. Each crash leaves the remaining nodes in a different state. The key question
is whether the system can still reach consensus and, if the crashed node restarts, whether it
can catch up without violating consistency.

Watch for scenarios where a crash causes a split-brain situation or a permanent loss of
committed data. Many implementations handle crashes gracefully only when they happen at
convenient moments. A crash during a state transfer operation, for example, can leave the
replica set in an inconsistent state that manual intervention must repair.
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2. Simulate network partitions
Network partitions are among the hardest failures to handle because they are invisible to the
application layer. A partition may isolate a minority of nodes, or it may split the cluster into two
groups that both believe they have a quorum. Consensus protocols define a quorum precisely
to prevent this, but the implementation must respect the same boundary.

Test with asymmetric partitions where one node can send messages but not receive them, and
with transient partitions that heal after a few seconds. Also test partitions that occur during a
leader election. A node that cannot reach the leader may start its own election, and if the
partition heals, the cluster may end up with two leaders. The protocol should detect and
resolve this through lease expiration or a re-election mechanism.

3. Introduce message loss and reordering
In real networks, packets are lost, duplicated, and delivered out of order. Consensus protocols
typically assume a reliable transport layer or implement their own retry and sequencing.
Testing should inject message loss at the application level, not just at the network level,
because the protocol's retry logic may mask the failure in a way that still allows inconsistent
state.



Drop every nth message, drop messages only from the leader, or reorder messages that belong
to different rounds. Check that the protocol does not commit a value based on a stale or
duplicated message. Also test with very long delays that cause timeouts to fire too early,
triggering unnecessary re-elections.

4. Slow down the system gradually
Not all failures are binary. A disk that approaches capacity, a CPU under heavy load, or a
network link that degrades slowly can cause nodes to respond late or not at all. These partial
failures are harder to detect because the node remains nominally alive.

Slow down one node's disk I/O by running a background process that consumes disk
bandwidth. Observe whether the consensus protocol's heartbeat mechanism correctly marks
the node as suspect and triggers a replacement. If the protocol relies on a timeout, a slow but
not dead node can cause the timeout to expire repeatedly, leading to a cycle of leader changes
that reduces availability. This is a common source of instability in production clusters.

5. Test clock skew and time synchronization failures
Many consensus protocols use time-based leases or timestamps to order events. When nodes
have clocks that drift apart, these mechanisms break. Even with NTP, clock skew of a few
hundred milliseconds is common, and in some environments it can be much larger.



Introduce artificial clock skew on one or more nodes and run the full protocol. Look for
scenarios where a lease expires prematurely, causing a leader to step down while it is still
active, or where two nodes both believe they hold a valid lease. Also test with a node whose



clock jumps backwards. Some implementations handle forward jumps but not backward ones,
leading to logical time violations that are hard to debug.

6. Corrupt data at the storage layer
Consensus protocols depend on durable storage for logs and state machines. If a node writes
corrupted data to disk, either due to a hardware fault or a software bug, the protocol must
detect the corruption and recover from a peer. Testing this requires injecting bit flips or
truncations into the files that store the replicated log.

Verify that the node detects the corruption on startup and initiates a state transfer from a
healthy peer. Also test the case where the corruption is intermittent, affecting only part of a
read. The protocol should not silently commit corrupted data or propagate it to other nodes.

7. Run parallel stress tests with multiple failures
Single-failure tests are necessary but not sufficient. The most dangerous bugs appear when
two or more failures overlap. For example, a network partition that isolates the leader,
combined with a disk failure on one of the remaining nodes, can create a situation where no
node holds a complete set of committed data.

Design tests that combine process crashes with partitions, or message loss with clock skew.
Run these tests repeatedly with random timing to increase the chance of hitting race
conditions. Tools like Jepsen and the Chaos Monkey pattern are designed for exactly this kind
of testing. They provide a framework for injecting failures while monitoring the system's
consistency and availability.

Futurestack.online distributed systems content often emphasizes that failure testing is not a
one-time activity. As the system evolves, new code paths introduce new failure modes. The
checklist above should be revisited after every significant change to a consensus protocol
implementation.



8. Measure recovery time and correctness
Surviving a failure is only half the work. The system must also recover within acceptable time
bounds and without data loss. After each failure test, measure how long it takes for the cluster
to return to a consistent state and serve requests again. Compare this to the protocol's
theoretical latency bounds.

Also verify that recovery does not produce temporary inconsistencies. A common pattern is a
"split-brain" situation that resolves after a few seconds, but during those seconds clients may
observe stale or conflicting data. For many applications, that window of inconsistency is
unacceptable.

Testing distributed systems under failure is a discipline that rewards careful planning and
systematic execution. The checklist above covers the most important categories, but every
system has its own failure modes. The goal is to develop a testing practice that reveals those
modes before they become incidents.
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